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1. Gidi thiéu tong quan

Phan mém thao trung mang phuc vu huan luyén, dién tap, sat hach an toan théng tin phuc vu chinh phd dién tir - Vietnam
Cyber Range (VCR) |a hé théng thao trudng mang cho dao tao, huan luyén, dién tap dam bao an ninh, an toan théng tin c6 cac
chirc nang co ban cutia Cyberbit, Cisco Cyber Range. Viéc tham gia thao truong thuc hién qua moi truong dién toan dam may va
méi trudmg dién tap dugc khoanh vung tap trung nén ddm bao dé trién khai va dé an toan cao cho hé théng ciling nhu ngudi
tham gia thao dién.

Phan mém thao trudng mang phuc vu huan luyén, dién tap, sat hach an toan théng tin phuc vu chinh pha dién tdr - Vietnam
Cyber Range (VCR) dugc xay dung dé huan luyén, dién tap, sat hach an toan thong tin phuc vu Chinh pha dién td, dap (mg dugc
cac muc tiéu co ban géom:

* Hinh thanh mét phan mém gia lap, mo ta hé thong CNTT co ban clia co quan, t6 chic va mot s6 hé théng phuc vu chinh
pht dién tlr nhdm huan luyén, dién tap ki nang thuc chién trén khdng gian mang cho déi ngii nhan luc an toan théng tin
va Uing ctu suwcd ATTT mang.
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Hinh 1.1: Vi du vé gié lap hé théng mang ctia VCR

* Hinh thanh mét phan mém gia lap, md ta hé thdng CNTT co ban cla co quan, t6 chirc va mot sd hé théng phuc vu chinh
phu dién tir nham huan luyén, dién tap ky nang thuc chién trén khéng gian mang cho déi ngil nhan luc an toan théng tin
va img ctu su cé ATTT mang.

* Phuc vu cdng tac kiém tra, danh gia nang luc, kj ndng nhan luc an toan théng tin va img clu su ¢é.

= Nang cao nang luc ky thuat, trinh d6 chuyén mon, k§ nang an toan thong tin cho Cuc An toan théng tin va doi ngli nhan
luc clia cac co quan nha nudc.

* Tao lap méi trudng nghién cuu, thir nghiém cac mo hinh tan cong, méi de doa ddi véi mot sé hé théng, dich vu CNTT
phuc vu chinh pht dién t&rva trén khéng gian mang.

v T8 chirc dién tap tirxa, phuc vu 24/7.

v 100% cac don vi chuyén trach CNTT, An toan théng tin cia B9, co quan ngang B9, co quan thudc Chinh phd; va
UBND céc tinh, thanh phé truc thudc Trung uong tham gia dién tap.

v Tai thi€u 300 ngudi tham gia dién tap theo kich ban don gian.
v T6i thi€u 30 ngudi tham gia huan luyén truc tiép.

v M6 phdng dugc tdi thi€u 3 linh vuc: Chinh pha dién t, D6 thi théng minh va hé thdng ha tang quan trong.
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2. M6 hinh va Kién truc tich hop clia hé thong

M6 hinh hé théng thao trugng ATTTM dua trén cac méi trudng khéng gian mang gia lap dugc mé ta tém tat trong so dé sau

day (Hinh 2).
HE théng phuc vu dao tao, sit hach
(Tralnning Management)
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Hinh 2. M6 hinh kién tric hé théng thao truong ATTTM

Khéac vai cac méi trudng moé phong truyén théng, moi trutng gia 1ap (emulation) la mé hinh ctia mét hé théng thuc ¢ kha nang
thuc hién cac két ndi chirc nang giira cac dir liéu va théng tin dau vao va dau ra clia hé théng thuc dua trén cac quy trinh gidng
hét nhu hodc tuong tw nhu cac quy trinh thuc cia hé thdng do va dugc xay dung bang cac nguyén liéu gidng nhu ctia hé théng
thuc. Hé thong gia 1ap hoat dong chinh xac gidng nhu hé théng thuc va tuan theo tat ca cac quy tac cla hé théng thuc duge gia
lap. Trong khi méi trudng mé phdong (simulation) chi la mé hinh ciia mot hé thdng thuc, tuy ciing ¢ kha nang thuc hién cac két
ndi chic nang gitra cac dir liéu va thong tin dau vao va dau ra clia hé thong thuc nhung khéng nhat thiét phai dua trén cac quy
trinh gidng nhu hodc tuong tw nhu cda hé théng thue. M6 hinh mé phdng chi cung cap cho nguoi dung y tudng vé cach thic

hoat dong ctia mot hé théng thuc duge mo phéng.
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Hinh 3. M6 hinh hé théng thao truong ATTTM
dua trén cadc méi trudng gia 1ap hé théng Chinh pha dién t& Trung tdm SOC.
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Hé thdng thao truong ATTTM dua trén cac méi trudong gia 1ap sé 1a noi ma ngudi tham gia huan luyén, dién tap co thé trai
nghiém cac cudc tan céng mang thuc, theo thai gian thuc, va trong cac diéu kién thuc giéng nhu khi ho phai déi méat véi ching
trong pham vi khéng gian mang thuc cua t8 chirc noi ma ho dang lam viéc. Hé thdng cho phép nguoi tham gia trai nghiém
“Mét tran chién trén khéng gian mang" bang cach sir dung co sé ha tang phuc vu huan luyén, dién tap dugc trang bi trong hé
théng thao trudng ATTTM va céc kién thirc chuyén gia ctia ddi ngli huéng dan, giam sat va van hanh hé théng thao trutng.

Kién tric tich hop clia hé thdng thao trumg bao gém ba I6p chinh d&€ cling nhau cung cap mot khai niém huan luyén, dién tap,
thuc hanh va cach thirc tiép can toan dién trong viéc tmg pho vdi cac sw cd an toan, an ninh mang. Hé thdng thao truong tich
hop nay sé cung cap cho ngudi tham gia (ca ddi ngii can bo ki thuat va phi ky thuat) cac kj nang can thiét d€ san sang ing
phé mot cach hiéu qua véi cac mdi de doa khdng gian mang cé thé xay ra trong thuc té€ ddi véi co quan, t6 chirc cia minh. Cac
I6p kién tric tich hgp cla hé théng thao truong bao gém: (1) Lép Co s& ha tang cla hé théng (Ldp tich hgp 1); (2) Lép Tuy bién
& Tich hgp (Ldp tich hgp 2); va (3) Lop Quan tri & Van hanh hé théng (L6p tich hgp 3) (Hinh 4).

Tip huin ANM Dich vu ATTT
mang

Nén tang tap huan ANM Cac dich vu gia tri gia téng CQE

Lop tich hop 3

Quan tri toan b hé Hé théng chi huy & diéu Hé théng quan Iy tap
théng khién tan c6ng mang huan, dao tao, sat hach

.*
Lo'p tich hop 2

Cac san
phadm ANM

Hinh 4. So d6 kién truc tich hop ctia hé thdng thao truong ATTTM
dua trén cac méi truong gia lap.

Méi trirdng gia
1&p mang IT,
OT, loT

Hé théng thao trudng ATTTM dua trén cac méi trudng gia lap sé 1a noi ma ngudi tham gia huan luyén, dién tap c6 thé trai
nghiém céc cudc tan céng mang thue, theo thai gian thuc, va trong céc diéu kién thuc giéng nhu khi ho phai déi mat véi chung
trong pham vi khéng gian mang thuc cla t8 chirc noi ma ho dang lam viéc. Hé théng cho phép nguoi tham gia trai nghiém
“M®6t tran chién trén khéng gian mang" bang cach sir dung co s& ha tang phuc vu huan luyén, dién tap dugc trang bi trong hé
théng thao truémg ATTTM va céc kién thic chuyén gia cta doi ngl hudng dan, giam sat va van hanh hé thdng thao trudng.

Kién trdc tich hgp cua hé théng thao trudng bao gém ba Iép chinh d& cung nhau cung cdp mét khai niém huan luyén, dién tap,
thuc hanh va cach thirc tiép can toan dién trong viéc img phé véi cac su ¢ an toan, an ninh mang. Hé thdng thao trutng tich
hop nay sé cung cap cho ngudi tham gia (ca ddi ngil can bo ky thuat va phi kj thuat) cac ky ndng can thiét d€ san sang img
phé mot cach hiéu qua véi cac moi de doa khong gian mang cé thé xay ra trong thuc té€ déi vdi co quan, té chirc ciia minh. Cac
I6p kién tric tich hgp cda hé théng thao truong bao gém: (1) Lép Co s& ha tang cda hé théng (Ldp tich hgp 1); (2) Lép Tuy bién
& Tich hgp (Lp tich hgp 2); va (3) Lop Quan tri & Van hanh hé théng (Lép tich hgp 3) (Hinh 4).

a) Lop Co sd ha tang cua hé théng (Lép tich hop 1)

Céc trang thiét bj cia hé théng thao trudng ATTTM sé& cung cap mot méi trudng khong gian mang thuc d€ ngudi tham gia
huan luyén quan ly va truy cap, ki€m soat trong qua trinh tham gia huan luyén, dién tap. Cac trang thiét bj dugc thiét k& d€ cho
phép ngudi tham gia dugc trai nghiém, ki€m soéat, ngan chén va gidm nhe nguy cg, su ¢cd ATTT mang theo céc kich ban tan
c6ng mang trong mat méi trudng mang thuc.

Céc trang thiét bj cta I6p Co sé ha tang clia hé thdng dugce phan chia thanh nhiéu mé dun va bao gém céac t8 hgp chinh, vi du
nhu:

- M6 dun hé trg huan luyén: Md dun nay dugc thiét k& dé cung cap céc hd tro cho co s& ha tang clia hé théng thao trudng

ATTTM. M6 dun bao gém mang cta cac hé théng hd trg viéc hudn luyén va quan ly, van hanh trén hé thdng thao trudng
ATTTM.
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- M6 dun chuyén nganh Céng nghé théng tin, Chinh phd dién t&: mé dun nay dugc thiét ké d€ cung cdp co s& ha tang cho cac
khoa huan luyén cé lién quan dén cac hé thong, dich vu CNTT phuc vu chinh phu dién t, tai chinh — Ngan hang (vi du nhu
mang ATM). Mé dun gia |ap hé thdng mang théng tin ciia mot t6 chirc bao gom ca cac chi nhanh & xa.
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Hinh 5. So dé kién triic két néi mang I6p Co s& ha tang cua hé théng thao trutng

ATTTM dua trén cac méi truong gia lap.

- M6 dun chuyén nganh Céng nghé théng tin, Chinh phd dién ti: M6 dun nay dugc thiét ké d& cung cap co s& ha tang cho cac
khéa huan luyén c6 lién quan dén cac hé thong, dich vu CNTT phuc vu chinh phu dién tr, tai chinh — Ngan hang (vi du nhu
mang ATM). M6 dun gia lap hé théng mang thong tin ciia mot té chirc bao gém ca céac chi nhanh & xa.

- Mé dun chuyén nganh nang luong: M6 dun nay dugc thiét ké d€ cung cap co sd ha tang cho cac khda huan luyén lién quan
dén cac hé thdng théng tin va diéu khién cta nganh nang lugng, vi du nhu cac quy trinh san xuat va truyén tai phan phéi dién,

van chuyén va phan phdi dau khi...

M6 dun giup gia 1ap cac hé thong diéu khién cong nghiép clia mét té chirc, bao gom viéc gia
lap cac quy trinh san xuat, truyén tai va phan phéi dé bat chudc gidng hét cac quy trinh thuc té.

- Mé dun chuyén nganh dé thj théng minh, giao théng van tai: M6 dun nay dugc thiét ké d&€ cung cap co s& ha tang cho cac
khéa huan luyén lién quan dén diéu hanh dé thi thdng minh, cac hé théng diéu khién céng nghiép tng dung trong nganh giao

théngvan tai, vi du nhu cac hé thong quan ly giao théng dudng sat, cang hang khong dan dung...

- THAO TRUONG AN NINH MANG - VIET NAM CYBER RANGE

Page: 5



Bka\l Pro @ SbenRancs

b) L6p Ty bién va Tich hop (Lép tich hop 2)

Hé thdng thao truong ATTTM duoc thiét ké va tich hgp vai cac phan mém nén tang cung cap cac kha nang tuy bién theo yéu
cau clia ngudi str dung nham dam bao céc linh vuc va mai trudng khdng gian mang lién quan dugc gia 1ap va trién khai. Tuy
theo yéu cau clia ngudi str dung, hé théng thao trudng sé dugc thiét k& va tao lap co sé ha tang lién quan d&€ cung cap cho
ngudi str dung cac méi truting khéng gian mang gia lap tuy bién va dugc tich hgp sao cho phu hgp véi nhu cau huan luyén cia
ngudi tham gia. Pay cling 14 mét phan cua quy trinh chuan bi cho cac khoa huan luyén trén hé théng.
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Hinh 6. Tinh ndng tuy bién

Kha nang tuy bién clia cac phan mém nén tang cta hé thdng cho phép thuc hién su phan loai, tuy bién kich ban, chuong trinh,
ndi dung thuc hanh theo céc chuyén nganh, linh vuc khac nhau sao cho phu hop véi nhu cau cla timg khéa huan luyén, dién
tap, dao tao. Su'phan loai nay c6 thé dugc sira ddi d€ &p dung cho céc loai hinh dich vu khac nhau, vi du nhu:

o Nganh Coéng nghé théng tin va Tai chinh: cac hé thdng, dich vu CNTT (mg dung trong Chinh phu dién t(r, cac hé théng thanh
toan bang thé tin dung...

o Nganh nang luong: c6 thé phan loai theo cac chuyén nganh san xuat va phan phai Dién, truyén tai Dau mo va Khi dét...
o Nganh giao thong van tai: c6 thé phan loai theo cac chuyén nganh Dutng sat, Cang hang khéng dan dung, Tau dién ngam...

Kha nang tich hgp cda hé théng cho phép tich hgp cac diéu kién huan luyén cu thé ddi véi cac nhém tham gia huan luyén, hoc
vién khac nhau. Vi du nhu:

o Thiétlap cau hinh cua hé théng giam sat an toan mang (SIEM) va cac hé thong ddm bao ATTT mang.

o T6i uu hoda co sé ha tang clia hé thdng dé€ phuc vu cho khéa huan luyén, bao gém viéc thiét Iap cau hinh cac quy tac va cac
dich vu lién quan.

o Tich hgp cac mo hinh vat ly, bao gém viéc thiét 1ap cac cudc tan céng mang va cac nhiém vu tac nghiép img phoé su cé.
o Cac diéu chinh lién quan dén co sd ha tang thong tin d& huan luyén.

o Cdéc kich ban, tinh huéng tan céng mang.
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¢) Lép quan ly va van hanh hé théng (Lép tich hop 3)

Lép nay bao gébm céc phdn mém (g dung nén téang c6 ban quyén dugc thiét ké va phat trién chuyén dung cho viéc quan ly va
van hanh hé théng thao truong ATTTM dua trén cac méi trudng gia lap.

Hé théng quan Iy huan luyén, dién tap va dao tao nham thiét lap
mdi trrdng huén luyén, dién tap, dao tao va tdng két va danh gia

Thiét 1ap méi trudng hudn luyén  Thwe hién huin luyén Téng két va phong van,

Bao gbm mé hinh mang, b tri I6p hoc Khai tao khéa hudn luyén, kich hoat ivu danh gla sau khoéa

(Red & Blue Team), quan ly & Iura chon kich Iwong tan cong, luu lvong mang sach Spaian e 2 . APA
bén) va dua ra muc tiéu cAn dat duoc vao mang gia Iap, giam sat toan b6 hoat hét i busshulinfiygn=cho php 18p

trungvao cac diém va hanh doéng quan
trong cuakich ban huén luyén, danh gia
ngudi tham gia, hocvién, tdngkét va bao
cao két qua hudn luyén

dong cua Hoc vién, theo déi hoc vién
theo cac muc tiéu dwa ra va chdm diém,
theo déi cac méc thoi gian va thuc hién
kiém tra

Hinh 7. Hé thdng quan ly huan luyén, danh gia, sat hach

c.1) Phan mém mé phdng va thuc hién cac cuéc tan céng mang

Phan mém cung cap mot nén tang dua va khuén khé dé khai déng cac cudc tdn cong mang theo gido trinh huan luyén va thai
han kich ban tan céng da dugc thiét k& chuyén biét cho mdi khoa huan luyén. V&i phan mém nay, déi tham gia hun luyén dam
nhan nhiém vu tan cong mang (D6i Tan cong) cling cé thé khéi dong cac cudc tan céng “thu cong” theo yéu cau dé tan cong
cac mé hinh gia lap co s& ha tang dugc bao vé tét. Phan mém cho phép Doi Tan céng dé dang trién khai cac cudc tan cong
vao Doi Phong thu.

Phan mém bao gém céc thanh phan chi yéu nhu Kho chira dir liéu cac cudc tan cong mang, Co ché chi huy, diéu khién cac
cudc tan céng va cac bo thu thap bang chimg sd... N6 cung cap cho D6i Tan cong cac kha nang chi huy va diéu khién cac cudc
tan cong mang dugc thiét ké dé& lay nhiém va tan céng cac hé thdng mang muc tiéu mét cach hiéu quéa trong qua trinh huan
luyén. Phan mém cho phép thuc hién mét loat cac cudc tan céng khéng gian mang dugc thiét lap ciu hinh san va dugc tuy
bién cho pht hgp vai timg khéa huan luyén. Diéu nay cho phép Poi Tan céng thuc hién cac tac nghiép ciia minh mot cach hiéu
qua hon, déng thai cling gidp tdng cudng nang luc phong thd trén mang cta D6i Phong tha.

¢.2) Phan mém xay dung cac chuong trinh huan luyén an toan an ninh mang

Phan mém cung cap mdt nén tang d€ thiét k&, quan ly cac yéu cau huan luyén va thiét 1ap cac khdéa huan luyén cho cac hoc
vién. Phan mém bao gom cac mo dun chd yéu nhu:

o M@ dun Quan ly cac yéu cau huan luyén: Lap k& hoach huan luyén va quan ly cac yéu cau huan luyén cla céac t6 chuc
strdung hé thdng thao trudng ATTTM dua trén méi truting gia lap.

o Mo dun quan ly va tao 1ap cac giai doan huan luyén va lich trinh huan luyén.

oMb dun Xay dung cac khoa huan luyén: Xac dinh chuyén nganh d€ huan luyén, cac kich ban huan luyén, cac cudc tan
c6ng va cac hoat dong dukién.

o Mo dun Kién thire co sé: Luu trir tat ca cac tai liéu huan luyén, dién tap va dao tao lién quan dugc thuc hién trén hé
thong thao truong ATTTM.

o Mo dun trg gitp viéc thao luan va phan tich dir liéu: giip theo doi va danh gia cac hoat déng cda hoc vién trong qua
trinh huan luyén.
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Phan mém xay dung cac chuong trinh huan luyén ATTTM la mot phan mém quan ly cung cdp mot nén tang dé tao lap va quan
ly cac chuong trinh huan luyén vé an ninh mang hoan chinh, nham téi cac déi tugng khac nhau véi mic dé kinh nghiém va kién
thic khac nhau. Phan mém cé chic nang cham diém cu thé cda ngudi tham gia, cac hoc vién, qua dé sé cho phép thuc hién
viéc danh gia, dao tao, sat hach cap chimg chi cac kj nang vé ATTT cho nguoi tham gia hun luyén, cac hoc vién theo cac
chuong trinh huan luyén, dao tao tiéu chuan, déng thai theo di qua trinh phat trién k§ nang va cac diém manh, diém yéu cda
ngudi tham gia, cac hoc vién.

c.3) Phan mém quan ly khéa huan luyén

Phan mém cung cap mdt nén tang cho viéc giao ti€p, theo dbi va quan ly qua trinh dién ra mdt khéa huan luyén. Cac chirc
nang chinh ctia phan mém:

o Giam sat cac hoat déng cua khoa huan luyén.

o Th&m tra va xac minh tién trinh ctia khoa huan luyén dién ra theo k& hoach da dinh trudc.

o Cung cap phuong thirc truyén thong gilra cac nhém va ca nhan khac nhau tham gia trong khoa huan luyén.

o Quan ly nguén tai nguyén ctia khéa huan luyén.

o Danh gia va do ludng cac hoat dong ctia ngudi tham gia trong khda huan luyén.
Phan mém quan ly khoa huan luyén cung cdp mot nén tang d€ quan ly va danh gia cac hoat dong trong mot khéa huan luyén,
cung cap cho cac chuyén gia huan luyén va cac thanh vién giam sat (Do6i Giam sat) cac cong cu dé€ giao tiép, quan ly va danh
gia tinh hinh huan luyén va hiéu suat cla céc hoc vién. Céc tinh nang cla phan mém ciing duoc thiét k& d€ cung cap cho ddi

hoc vién ddm nhan nhiém vu phong thi mang (Pdi Phong thd) nhimg hi€u biét vé tac dong clia cac cudc tan cdng mang va
clia nhimg hanh dong img phé sur ¢d 1én t8 chirc clia ho trong mot khdng gian mang thuc.

3. Ky thuat cdng nghé s dung
3.1 Cong nghé Frontend
a) Angular JS: La mot framewo_rk €6 cau truc cho cac img dung web dong. N6 cho phép ban sir dung HTML cho phép ban mé&
rong cu phép cia HTML d€ dién dat cac thanh phan ing dung clia ban mét cach ré rang va suc tich. Hai tinh nang cot 15i:
Data binding va Dependency injection ciia AngularJS loai bd phan 16n code ma ban thudng phai viét. Ban chat cia AngularJS
Ia hoat déng dang Single Page, sir dung API d€ |ay data, cho nén ban can biét cac ki thuat DHTML, AJAX.
Pac trung ctia AngularJs:

o Phat trién dy trén Javascript.

o Tao cac Uimg dung client-side theo m6 hinh MVC.

o Kha néng tuong thich cao, tw ddng x{r ly ma javascript d& phiu hop vii mdi trinh duyét.

o Ma ngudn md, mién phi hoan toan va dugc st dung rong rai.
Cac tinh nang co ban:

o Scope: La doi tugng c6 nhiém vy giao tiép gilra controller va view clia (ng dung.

o Controller: Xt li di¥ liéu cho d6i tugng Sscope, tir day bén views sé str dung cac dir liéu trong scope d€ hién thj ra tuong
ung.

o Data-binding: Ty dong déng bo dirliéu gitra model va view

o Service: La singleton object dugc khéi tao 1 [an duy nhat cho méi (img dung, cung cép céac phuong thic luu triy di liéu
c6 san. (Shttp, ShttpBackend, $sce, Scontroller, Sdocument, Scompile, Sparse, SrootElement, SrootScope...).

o Filter: Loc céc tap con tir tap item trong cac mang va tra vé cac mang mai.

o Directive: Dung d€ tao cac thé HTML riéng phuc vu nhiing muc dich riéng. AngularJS c6 nhiing directive c6 s&n nhu
ngBind, ngModel...
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o Temple: Mt thanh phan cda view, hién thi théng tin tir controller

o Routing: Chuyén dai gitra cac action trong controller, qua lai gira cac view.

o MVC & MVVM: Mé hinh thiét k& d&€ phan chia cac ing dung thanh nhiéu phan khac nhau (goi 1a Model, View va
Controller) méi phan c6 mdt nhiém vu nhat dinh. AngularJS khéng trién khai MVC theo cach truyén thdng, ma gan lién

hon véi Model-View-ViewModel.

o Deep link: Lién két sau, cho phép ban ma hoa trang thai ctia img dung trong cac URL d& n6 cé thé bookmark véi cong cu
tim ki€ém. Cac uimg dung c6 thé dugc phuc héi lai tir cac dia chi URL véi cung mét trang thai.

o Dependency Injection: AngularJS c6 sdn mot hé théng con dependency injection d€ gitp céc lap trinh vién tao ra cac
(mg dung dé phat trién, dé hiéu va kiém tra.

b) NGINX: L& mét web server manh mé mé ngudn mé. Nginx str dung kién tric don ludng, huéng su kién vi thé nd hiéu qua hon
Apache server. N6 ciing c6 thé lam nhimg thL’rq’uap’trQn’_g khéc, chang han nhuload balancing, _HTTP caching, hay st dung nhu
mot reverse proxy. Nginx la kién thirc khong thé thiéu doi véi mot web developer, system administrator hay devops.
Nhiing tinh nang ctia may chii HTTP Nginx:

o C6 kha nang xtrly hon 10.000 két ndi cung ldc véi bé nhé thap.

o Phuc vu tap tin tinh (static files) va lap chi muc tap tin.

o Tang tdc reverse proxy bang bd nhd dém (cache), can bang tai don gian va kha nang chiu 16i.

o Hb trg tang tdc vdi bd nhd dém cua FastCGl, uwsgi, SCGI, va cac may chi memcached.

o Kién truc modular, tang t6c dd nap trang béng nén gzip tw dong.

o Hb6 troma hoa SSL va TLS.

o Cau hinh linh hoat; luu lai nhat ky truy van.

o Chuy&n hudng 16i 3XX-5XX...

o Rewrite URL (URL rewriting) dung regular expressions.

o Khanang nhing ma PERL.

o Hb trg va tuong thich vai IPv6.

o Hb trog WebSockets.

o H® trg truyén tai file FLV va MP4.

o Nhimg tinh ndng may cht mail proxy ctia Nginx...
Cac phuong phap xac thuc:

o POP3: USER/PASS, APOP, AUTH LOGIN/PLAIN/CRAM-MD5.

o IMAP: LOGIN, AUTH LOGIN/PLAIN/CRAM-MD5.

o SMTP: AUTH LOGIN/PLAIN/CRAM-MD5.

o HOtrg SSL, STARTTLS va STLS.
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3.2 Cong nghé Backend

a) Ansible: La mét cong cu dung d€ tu dong hoa viéc cau hinh trén nhiéu server. So véi cac céng cu khac véi tinh nang tuong
duong thi Ansible dé hoc va dé ti€p can hon rat nhiéu. Cong déng ngudi dung ciing nhiéu hon so véi cac coéng cu khac.

Ansible sir dung kién tric agentless d€ giao ti€p véGi cac may khac ma khdéng can agent. Co ban nhat la giao ti€p thong qua
giao thire SSH trén Linux, WinRM trén Windows hoéc giao tiép qua chinh API cua thiét bi d6 cung cap.

Ansible c6 th€ giao ti€p vdi rat nhiéu platform, OS va loai thiét bi khac nhau. Tir Ubuntu, CentOS, VMware, Windows cho tdi
AWS, Azure, cac thiét bi mang Cisco va Juniper... (hoan toan khong can agent khi giao tiép).

Chinh cach thiét k& nay lam tang tinh tién dung cla Ansible do khéng can phai setup bao tri agent trén nhiéu host. C6 thé coi
day la mét thé manh cda Ansible so véi cac cong cu c6 clng chirc nang nhu Chef, Puppet, SaltStack (Salt thi ho trg ca 2 mode
la agent va agentless, c6 thai gian thi minh sé viét 1 bai vé Salt).

Ansible c6 rat nhiéu img dung trong trién khai phan mém va quan tri hé théng:

o Provisioning: Khéi tao VM, container hang loat trong méi truong cloud dua trén API (OpenStack, AWS, Google Cloud,
Azure...).

o Configuration Management: Quan ly cau hinh tap trung cac dich vu tap trung, khéng can phai tdn céng chinh sira cau
hinh trén timg server.

o Application Deployment: Deploy timg dung hang loat, quan ly hiéu qua vong doi cla ting dung tir giai doan dev cho tdi
production.

o Security & Compliance: Quan ly cac chinh sach vé an toan théng tinmot cach déng bo trén nhiéu moi truong va san
pham khac nhau (deploy policy, cau hinh firewall hang loat trén nhiéu server...).

c) Django rest Framework

REST Ia viét tat cia REpresentational State Transfer (dich Ia chuyén trang thai dai dién) 13 mt kiéu kién trac lap trinh, né dinh
nghia cac quy tac deé thiét két cac web service chi trong vao tai nguyén hé thdng. Trong kién tric REST moi thir déu dugc coi la
tai nguyén, ching c6 thé 1a: tép van ban, anh, trang html, video, hoac dir liéu déng... REST server cung cap quyén truy cap vao
céc tai nguyén, REST client truy cap va thay ddi cac tai nguyén dé. 0 day cac tai nguyén dugc dinh danh dua vao URI, REST str
dung mét vai dai dién d€ biéu dién cac tai nguyén nhu van ban, JSON, XML.

3.3 C6ng nghé ha tang ao hoa

Openstack: Lad mét nén tang cloud computing ma nguén mé dugc xay dung tir nhiéu thanh phan phan mém khac nhau dé
cung cap cac dich vu nhu Infrastructure as a Service (IaaS), Platform as a Service (PaaS) va Software as a Service (SaaS).
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Hinh 3.3.1: Mé hinh kién tric cua hé thong openstack
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Cac thanh phan bén trong Openstack:

o Keystone: Keystone la thanh phan quan ly xac thuc va phan quyén trong OpenStack. N6 quan ly cac
thong tin dang nhap cda nguoi dung, vai trdo ctia ho va quyén truy cap dén cac tai nguyén trong hé
thong.

o Nova: Nova la thanh phan chiu trach nhiém quan ly may ao (VM) trong OpenStack. N6 quan ly cac chu
ky vong doi cia VM, bao gom khdi tao, khédi dong, dimg va xéa cac VM.

o Glance: Glance la thanh phan quan ly cac hinh anh (image) ctia VM. N6 cung cap cac cong cu dé tao,
luu trir va chia sé cac hinh anh ctia VM gilra cac ngudi dung trong hé thong.

o Neutron: Neutron |a thanh phan quan ly mang trong OpenStack. N6 cung cap cac dich vu dé tao, quan
ly va két ndi cac mang ao (Virtual Network) dé cho phép cac VM cé thé lién lac véi nhau va véi bén
ngoai.

o Cinder: Cinder la thanh phan quan ly luu trir (storage) trong OpenStack. N6 cung cap céac dich vu dé
tao, quan ly va cung cap dirliéu cho cac VM.

o Swift: Swift la thanh phan quan ly doi tugng (object storage) trong OpenStack. N6 cung cap céac dich
vu dé luu trir va truy xuat cac doi tugng (object) I6n nhu tai liéy, video, hinh anh,...

o Horizon: Horizon la giao dién nguoi dung web (Web Ul) cho OpenStack. N6 cho phép ngudi dung quan
ly cac tai nguyén trong hé théng OpenStack bang cach sir dung giao dién web than thién.
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4. Dac tinh va thong so6 ky thuat
Hé théng c6 cac dac tinh va thong so ky thuat chinh nhu sau:
Hb tro t6 chirc huan luyén, dién tap, sat hach an toan théng tin trén mai trudng gia lap.
H6 trg t6 chirc dién tap tirxa, phuc vu van hanh 24/7.
H® trg tGi 300 ngudi tham gia dién tap theo kich ban don gian.
Hb tro t6i thiu 30 ngudi tham gia huan luyén truc tiép.
H6 trg mé phdng t6i thigu 03 [inh vuc: Chinh phu dién td, D6 thi thdng minh va hé thdng ha tang quan trong.
H® trg tao 1ap, quan ly, cap phat va thu hei mdi trudng huan luyén trén nén tang do héa/dién toan dam may.

Hb tro theo dbi, danh gia két qua huan luyén, dién tap va sat hach.

Hé théng c6 cac phién ban thuong mai sau:

Dic tinh & Thong so Standard Advance Premium
1 Quy mo6 nguoi dung dong thai 30 - 50 150 - 200 300+
Pilot Lab Specialization University of IT
2 Quy mé tinh nang Phong thuc Pao tao khoa Pao tao toan
nghiém chuyén mon truong vé CNTT
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5.Yéu cau ha tang tri

T | Hang muc

Phién ban
1 Standard (1-2
I6p, 30-50 SV)

Phién ban
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200 SV)

Phién ban
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lop, 300+ SV)
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Controller Node
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Controller Node
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Storage Node
(Ceph)
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Network: 2x25 GbE

CPU: 8 core
RAM: 64 GB
0S: 2x500 GB SSD
(RAID1)
Journal: 1x500 GB
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(RAID1)
Network: 2x25 GbE
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Journal: 2x1 TB NVMe
Data: 8x12 TB HDD
Network: 2x25 GbE

CPU: Xeon 32 core
RAM: 256 GB
Storage: 2x2 TB NVMe
(RAIDT)
Network: 2x100 GbE

CPU: 64 core
RAM: 1 TB
Storage: 2x2 TB NVMe
(RAIDT)
Network: 2x100 GbE

CPU: 32 core
RAM: 256 GB
0S: 2x2 TB NVMe
(RAIDT)
Journal: 4x2 TB NVMe
Data: 12x18 TB HDD
Network: 2x100 GbE
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bd sung Compute
node.
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RAM

Ceph cluster toi
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lab va snapshot

nho.

CPU/RAM cao
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nhiéu API call va
orchestration.

Phu hgp 4-6 l16p
chay song song,
mbi SV 1
account.

DU luu trir nhiéu
16p hoc, co
snapshot va
backup.

Controller manh
hon d€ phuc vu
quy mo toan
trudng.

bap ing 10 16p
song song (300
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rong thém node
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Ceph dung lugng
16, IOPS cao, du
cho toan truong
va nhiéu nam st
dung.
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6. Tinh nang an toan théng tin

Hé thong duge thiét ké va trién khai véi cac co ché bado dam an toan théng tin & mirc téng thé, dap img yéu cau bao mat trong
qua trinh van hanh, huan luyén va dién tap. Cac tinh nang chinh bao gém:

6.1 Xac thuc va quan ly truy cap

Hé thdng ap dung co ché xac thuc nguoi dung thong qua cac chuan phd bién (OpenlD Connect/LDAP), dam bao ki€ém soat
truy cap doi vai tat ca ngudi dung va dich vu.

6.2 Phan quyén truy cap

Thuc hién phan quyén theo vai tro (RBAC), dam bao ngudi dung chi dugc cap quyén phu hgp véi chic nang, nhiém vu
dugc giao.

6.3 Bao mat truyén thong

Toan bé dir liéu trao ddi gilra cac thanh phan hé théng va ngudi dung duge bao vé thong qua giao thic HTTPS/TLS, dam bao
tinh bdo mat va toan ven dir liéu trong qua trinh truyén tai.

6.4 Ghi log va giam sat

Hé théng ghi nhan va luu trir nhat ky hoat dong cdia nguoi dung va hé théng, phuc vu céng tac giam sat, kiém tra va diéu tra
khi cé surcd an toan théng tin xay ra.

6.5 C6 lap méi truong huan luyén

Cac mdi trudng gia lap phuc vu huan luyén, dién tap dugc tach biét véi hé thang thuc, ddm bao khéng anh hudng dén ha tang
van hanh va giam thiéu rdi ro lan truyén su cé.

6.6 Sao luu va phuc héi dirliéu

Hé théng hé trg co ché sao luu dinh ky va phuc héi di¥ liéu khi can thiét, ddm bao tinh sén sang va an toan cua théng tin trong
qua trinh van hanh.
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7. Cac tinh nang chinh

7.1 Quan ly mé hinh mang

Tao va quan ly cac mo hinh mang, céac thiét bi a0 hoa, thiét bi ngoai vi... Ngudi dung véi vai trdo nguoi quan tri hodc nguoi hudng
dan huan luyén c6 thé truy cap phan nay

= Quan ly tai nguyén moé phong

o Heé théng cung cap chirc nang hién thj tdhg quan tai nguyén, bao gém cac théng tin nhu so lugng may o (instances),
vCPU, RAM... va cac tai nguyén mang dang strdung.

o Heé théng cho phép hién thi théng tin chi tiét ctia timg image 0S str dung trong maéi truéng mé phdong, phuc vu cau hinh
va trién khai sandbox.

o Heé thdng hé trg chirc ndng loc danh sach image 0S, bao gom tim kiém theo tén va loc theo mét sd thudc tinh
o Heé théng ho trg sap xép danh sach image OS theo céac tiéu chi hién thj trén giao dién, thong qua chic nang sap xép tai
cac cot dirliéu.
= Quan ly dich vu hé théng
o Hé thong cho phép nguoi dung truy cap vao trang dang ky dich vu tirtrang chd.

o Heé théng cung cap biéu mau dang ky dich vu, cho phép ngudi dung nhap va gui cac théng tin can thiét d& dang ky sir
dung mét dich vu méi. Hé théng thuc hién kiém tra tinh hop |é cua dir liéu trude khi ti€p nhan va xirly dang ky.

o Heé théng cho phép nguoi dung loc danh sach cac dich vu theo céc tiéu chi tim kiém nhdm nhanh chéng tim kiém dich
vu mong muon.

o Heé théng cho phép nguoi dung sap xép danh sach dich vu theo cac tiéu chi khac nhau theo thi tu tang dan hoac giam
dan.
= Quan ly mé hinh mé phéng: Chirc nang quan ly mé hinh moé phéng cho phép nguoi dung tao Iap, chinh stra, t6 chirc va quan
ly cac mai truong mé phdng (sandbox/topology) phuc vu dao tao va dién tap.

o Heé thdng cho phép tao méi mé hinh mé phéng théng qua chirc nang tao sandbox definition. Ngudi dung khai bao Git
URL va revision d& thém mdi dinh nghia méi truong mé phong; dinh nghia nay chira théng tin can thiét dé tao sandbox
trong ha tang cloud.

o Heé thdng cung cap giao dién liét ké toan bd sandbox definitions ma giang vién c6 thé& sir dung. Méi dong trong bang
tuong tng mot mo6 hinh mé phang; ngudi dung co thé bam vao tiéu dé dé xem thém théng tin lién quan.

o Heé théng cung cap chirc nang sap xép danh sach théng qua giao dién bang dir liéu, thé hién qua bi€u tugng miii tén tai
tiéu dé cot (vi du cot Title), cho phép nguai dung thuc hién sap xép tang/giam theo gia tri cta cot.

o Heé thdng cho phép x6a mé hinh mé phdng théng qua thao tac xo6a trén timg sandbox definition.

o Hé thdng cho phép ngudi dung xem chi tiét cau tric topology cia mé hinh mé phong (sandbox), bao gom cac thanh
phan nhu may ao (VM), cac nat mang va mai lién két giira cac thanh phan trong méi trudng mé phdng. Topology thé
hién c3u trdc mang ctia mo hinh, cho phép giang vién theo doi cach cac thanh phan dugc két néi va té chirc trong kich
ban mé phoéng.
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7. Cac tinh nang chinh

7.1 Quan ly mé hinh mang (tiép)

= Quan ly mai trudng mé phéng: Chirc nang quan ly mai trudng md phdng 1a tap hop cac chirc nang cho phép tao lap, trién
khai, van hanh va quan ly trang thai cac moéi truong mé phdong thuc thi (sandbox instances) dugc sinh ra tir cac mo hinh
md phdng nham phuc vu dao tao, dién tap va kiém thir.

o Heé théng cho phép tao méi trung moé phdng (sandbox instance) tir cac sandbox definition da dugc ciu hinh. Qua
trinh tao méi trudng bao gém viéc cap phat tai nguyén tir pool va khai tao cac may ao theo topology da dinh ngha.

o Heé thdng cung cap giao dién hién thi danh sach cac moéi trudng mé phong da duge tao, bao gém céac thong tin nhu tén,
trang thai, s0 lugng instances, tai nguyén st dung (CPU, RAM, network)... cho phép ngudi dung theo déi va quan ly
trang thai van hanh ctia cac moi truong.

o Hé thdng hé trg sap x&p danh sach moi truong mé phdng trong giao dién bang théng qua cac cot théng tin (vi du cot
Title)...

o Heé théng cho phép xéa moi trudng mé phdng (sandbox instance/pool) théng qua cac thao tac quan tri, gilp giai
phoéng tai nguyén va dam bao quan ly hiéu qua cac moi truong khéng con str dung.

o Heé théng cho phép tai xudng cau hinh SSH cta timg moi truong mé phdong (sandbox) dudi dang tép nén.
o Heé théng cho phép khoa va mé khéa méi trudng mé phong & mire sandbox instance.

o Hé thdng cho phép ngudi dung xem chi tiét thong tin cda timg moi trudng mé phdng (sandbox instance), bao gém cac
théng tin nhu tén moi truong, trang thai (locked/unlocked), s6 lugng instances, muic st dung tai nguyén (CPU, RAM,
network) va cac thong tin lién quan dén sandbox definition.

o Chuirc nang nay dugc th€ hién thdng qua giao dién quan ly pool va danh sach sandbox instances, cho phép theo dbi
trang thai va cau hinh cla timg mai trudng cu thé.

o Heé théng cho phép ngudi dung bd tri mot tai nguyén hoac nhiéu tai nguyén cho méi trutng mo phéng.
o Heé théng cho phép ngudi dung xdéa b tai nguyén da bo tri cho méi truong mé phdng.

o Hé théng hé trg hién thi topology mang ctia sandbox.

o Heé thdng cho phép tai xudng cau hinh SSH ctia méi trudng mo phdng (sandbox instance).

o Hé thdéng c6 hd trg chic nang khéa/mé khéa (Lock/Unlock) ddi véi mai truding mé phdng (sandbox instance), cho
phép kiém soat trang thai sir dung ctia moi trudng.

= Quan ly cac thiét bj 4o héa: Quan ly toan bd cac imgae ao héa cua hé théng.
o Thiét bj an ninh: La cac loai thiét bj ddm bao an ninh an toan khéng gian mang.
o Thiét bi img dung: La cac loai thiét bi I6p img dung va I6p mang.

= Quan ly cac thiét bi ngoai vi.

7.2 Quan ly b tao tinh hudng

B6 tao kich ban c6 kha nang tao ra cac cudc tan céng tu déng d€ danh gia cac mo hinh thuc t€ hoac tao tinh huéng trong cac
kich ban tan c6ng phong thd mang. Cac kich ban tan céng duogc cap nhat thudng xuyén véi cac hinh thic va ma khai thac
m&i nhat vdi cac thiét bi mang thiét bi dau cudi. Bé tao tan céng dua trén Al cho phép tao hinh thirc tan cong théng minh, sat
véi thuc té...

B0 tao tan céng cung cap kha nang ciu hinh dap img toan dién véi hé théng trong thao trudng mang nhu sau:
= Thay d6i dia chi IP.
= Thay d6i thai lugng, thai gian tan cong.

= Thay d6i cach thirc tAn cong.
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7.3 Quan ly b tao luu lugng/tan cong

B0 tao luu lugng/tan cong mang cho phép tao ra cac luu lugng mang gia lap, phuc vu tao cudc tan cong DDoS, danh gia hoat
déng cla céac thiét bi, md hinh, céng cu phan tich hay kiém dinh mdrc chiu tai clia thiét bi, hé thdng. Cho phép tao céc loai luu
lugng phong phu, mirc d6 tuy bién cao.

B6 tao luu lugng mang cung cap kha nang cau hinh dap (mg toan dién véi hé thdng trong thao truong mang nhu sau:
= Nguon va dich cta luu lugng duge tao.

= Loai luu lugng va giao thic cla luu lugng dugc tao.

= Thoi lugng luu lugng dugc tao.

7.4 Quan ly cac bai huan luyén

Phan hé nay sé hd tro ngudi hudng dan xay dung cac ndi dung bai huan luyén, tao, quan ly cac phién dao tao va hd trg ngudi
tham gia huan luyén c6 thé& tham gia thuc hién cac bai huan luyén.

= Quan ly cac nhdm bai huan luyén: Tao cac nhém bai huan luyén va nhém cac nodi dung bai huan luyén don [é.
= Quan ly néi dung bai huan luyén: Hd trg cac giao dién d€ xay dung ndi dung bai huan luyén va pha huan luyén.
= Quan ly théng tin bai huan luyén: M6 ta vé bai huan luyén.

= Quan ly cac pha huan luyén: Tao ra cac loai bai huan luyén. & day chia thanh 3 loai: Training phase, Info phase,
Assessment phase.

= Quan ly cac bai thi huan luyén.

= Tao phién dao tao: Ngudi hudng dan cé thé tao phién dao tao, dat lich trinh cho bai huan luyén, gan hé thdng phdng va
gan luu lugng tan cong vao bai huan luyén.

= Quan ly qué trinh dao tao: Ngudi hudng dan c6 thé xem két qua huan luyén va theo ddi két qua trong qua trinh thuc hanh.

= Thuc hién bai huan luyén: Nguoi dugc huan luyén cé thé tham gia vao qua trinh dao tao theo ndi dung kich ban da dé ra
va c6 th& xem thong tin két qua da thuc hién, quay lai cac bai da timg tham gia.

= Panh gia nang luc ngudi tham gia huan luyén: D&i véi ngudi mai tham gia vao Cyber Range, thi hé théng cung cap cac cau
hoi nhanh dé& phan loai ngudi choi theo mirc d6 hodc dang bai.

. Cllatbox: Module nay hé trg ngudi hudng dan va ngudi tham gia co thé tuong tac vdi nhau trong qua trinh thuc hién bai
dien tap.

= Quan ly tai liéu huan luyén: Xem va luu trit thong tin vé cac tai liéu hudng dan cho ngudi huan luyén.

a) Quan ly kich ban huan luyén

= Quan ly kich ban huan luyén tuan tyw

o Heé théng cho phép giang vién xem danh sach céac kich ban huan luyén tuan tu. Hé théng iét ké toan b céac kich ban
ma giang vién dugc quyén truy cap va mdi dong trong bang tuang ting mot kich ban huan luyén; ngudi dung cé thé
bam vao tén kich ban dé& xem chi tiét.

o Heé théng cung cap chirc nang sap xép danh sach kich ban huan luyén tuan tu théng qua giao dién bang dir liéu, thé
hién bang biéu tugng mii tén tai tiéu dé cot

o Heé théng cung cap chirc nang loc danh sach kich ban huan luyén tuan tu thdng qua 6 tim kiém trén giao dién quan ly.
Chirc nang nay cho phép nguoi dung nhap tén kich ban dé rat gon danh sach hién thj theo tiéu chi tén, dap (mg yéu
cau loc danh sach theo tén kich ban.

o Hé théng cho phép giang vién tao méi kich ban huan luyén tuan ty. Khi tao méi, ngudi dung cé thé khai bao cac théng
tin co ban nhu tén kich ban, mé ta va cau hinh néi dung huan luyén. Hé théng hé tro xay dung kich ban theo timg budc
(levels), cho phép thém, xda, chinh sira va sap xép thir tu cac giai doan, ddm bao ding mé hinh huan luyén tuan ty
nhiéu budc theo yéu c3u.
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7.4 Quan ly cac bai huan luyén (tiép)
a) Quan ly kich ban huan luyén (tiép)
= Quan ly kich ban huan luyén tuan tu (tiép)

o Heé théng cho phép tao kich ban huan luyén tuan tu thong qua viéc tai Ién (Upload) file JSON. Tép JSON chira c3u hinh
day du cda kich ban huan luyén, bao gém céc budc (levels), ndi dung va luéng thuc hién, va cé thé dugc sir dung dé tai
strdung kich ban da xay dung trudc dé.

o Hé théng cho phép giang vién tao va cau hinh céc giai doan huan luyén (level) trong kich ban huan luyén tuan tu. Mai
giai doan c6 thé khai bao day dd cac théng tin nhu: tén giai doan, thoi gian du kién hoan thanh, diém sg, gidi han s6 [an
tra 16i sai, dap an (secret answer), ndi dung 1i giai, ggi y va danh sach Iénh yéu cau. Hé théng hd trg tham chiéu téi ma
tran MITRE ATT&CK théng qua viéc gan céac ky thuat tuong img cho timg giai doan huan luyén

o Heé théng cho phép giang vién tao mdi giai doan huan luyén vdéi ki€u truy cap (Access Level). Giai doan nay cung cap
théng tin truy cap méi trudng va yéu cau ngudi hoc nhap passkey (mat ma) dé chuyén sang budc tiép theo.

o Heé théng cho phép tao giai doan huan luyén véi ki€u danh gia (Assessment Level), hd trg xay dung cau héi va déap an
dé& danh gia ngudi hoc. Mbi loai cau héi c6 form cau hinh riéng, cho phép trién khai cac bai kiém tra trong kich ban
huan luyén.

o Heé théng cho phép tao giai doan huan luyén véi ki€u muc dd théng tin (Info Level), dung d€ cung cap nédi dung théng
tin, hudng dan hoac mé ta cho ngudi hoc.

o Hé théng cho phép giang vién xda giai doan huan luyén (level) da tao trong kich ban huan luyén tuan tu. Nguoi dung
6 th& lua chon mat hoéc nhiéu level va thuc hién thao tac xéa khéi kich ban. Chirc nang nay dap img yéu cau quan ly
va chinh stra cau truc kich ban huan luyén.

o Heé théng cho phép giang vién chinh stra ndi dung kich ban huan luyén tuan tu da tao. Nguoi ding co thé cap nhat cac
thong tin cla kich ban nhu tén, mé t3, cling nhu chinh stra néi dung chi tiét cda timg giai doan (level), bao gém néi
dung bai hoc (Content), dap an (Secret Answer), |&i giai (Solution), goi y (Hints), va cac cau hinh lién quan.Hé thdng ho
trg sap xép lai thir tu cac giai doan va cap nhat cac thudc tinh nhu diém s, thai gian du kién va ky thuat MITRE
ATT&CK tuong tmg, ddm bao kha nang diéu chinh toan b néi dung kich ban huan luyén theo yéu cau.

o Heé théng cho phép giang vién tao mai kich ban huan luyén tuan tu tlr mot kich ban da c6. Nguai dung co thé sao chép
toan bo cau hinh cua kich ban, bao gém cac giai doan (levels), ndi dung, cau hinh cham di€m va céc thiét lap lién quan,
d€ tao thanh mot kich ban méi phuc vu muc dich chinh sira hoéc tai str dung. Chirc nang nay dap Ung yéu cau tai sur
dung va mé rong cac kich ban huan luyén hién co.

o Heé théng cho phép giang vién xo6a kich ban huan luyén tuan tu da tao. Ngudi dung co thé thuc hién thao tac xda truc
tiép trén timg kich ban trong danh sach, phuc vu viéc quan ly va loai bd cac kich ban khéng con str dung. Chirc nang
nay dap (mg yéu cau quan ly vong dai kich ban huan luyén.

o Heé théng cho phép giang vién tai xudng kich ban huan luyén tuan tu. Kich ban dugc xuat ra dugi dang tép JSON, bao

gbm toan bd cau hinh cua training definition nhu cac giai doan (levels), néi dung, cau hinh cham diém va céc thiét 1ap
lién quan. Chirc nang nay hé trg viéc luu tri, sao luu va tai st dung kich ban huan luyén.

o Hé thdng cho phép giang vién xem trudc ndi dung téng thé cta kich ban huan luyén tuan tu théng qua chic nang.
Churc nang nay cho phép hién thi toan bé cau truc kich ban, bao gém danh sach céc giai doan (levels) va ndi dung chi
tiét cha timg budc, gilp giang vién kiém tra va danh gia kich ban trudc khi dua vao str dung. Chire nang nay dap (mg
yéu cau xem trudc ndi dung tong thé cda kich ban huan luyén.

o Heé théng cho phép giang vién quan ly trang thai kich ban huan luyén tuan tu théng qua cac chic nang Release /
Unrelease va Archive. Cac chirc nang nay dap ing yéu cau xuat ban va kiém soat trang thai str dung (khéa) cda kich
ban huan luyén.

v' Release: Xuat ban kich ban dé c6 thé sir dung trong cac phién huan luyén (training run).
v' Unrelease: Thu héi trang thai xuat ban khi can chinh sira hoac tam ngimg str dung.
v" Archive: Khéa/luu trir kich ban, khéng cho phép sir dung trong hua@n luyén nhung van giir lai d& quan ly.

o Heé thdng cung cap giao dién danh sach kich ban huan luyén véi day du cac thong tin gom tén kich ban, trang thai, thoi
luong du kién, thai gian chinh stra [an cudi va nguoi chinh sira cudi. Cac théng tin dugc hién thi truc quan trong bang
dirliéu, dap (mg yéu cau xem thong tin kich ban huan luyén.

o Hé théng ho trg Ma tran Ky thuat MITRE ATT&CK, cho phép giang vién truy cap va tham chiéu cac ky thuat MITRE
ATT&CK gan vdi timg giai doan huan luyén.
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7.4 Quan ly cac bai huan luyén (tiép)
a) Quan ly kich ban huan luyén (tiép)

= Quan ly kich ban huan luyén linh hoat: Chirc nang quan ly kich ban huan luyén linh hoat la tap hgp cac chic nang cho
phép giang vién tao, cau hinh, chinh stra, theo déi va t& chirc cac kich ban huan luyén theo dang linh hoat (adaptive), trong
d6 ndi dung va luéng huan luyén cé thé thay déi tuy theo hanh vi hoac két qua cia ngudi hoc.

o Heé thaéng cung cap giao dién danh sach kich ban huan luyén linh hoat (Adaptive Training Definition) véi cac théng tin
nhu tén kich ban, trang thai, thoi gian sira ddi va nguoi chinh sira cudi, cho phép ngudi dung lua chon de€ truy cap chi
tiét kich ban.

o Heé théng ho trg sap x&p danh sach kich ban huan luyén linh hoat thong qua giao dién bang dir liéu, thé hién bang biéu
tuong mii tén tai tiéu dé cot (vi du cot Title), cho phép nguoi dung sap xép theo gia tri clia timg cét, dap Uimg yéu cau
sap xép dirliéu.

o Heé théng cung cap chirc nang loc/tim kiém danh sach kich ban huan luyén linh hoat théng qua truong “Filter by title”,
cho phép nguoi dung loc theo tén kich ban, dap img yéu cau loc dir liéu.

o Heé thaéng cho phép giang vién tao méi kich ban huan luyén linh hoat (Adaptive Training Definition), bao gém khai bao
cac théng tin nhu tén kich ban va mé ta, déng thai cho phép xay dung ciu tric huan luyén théng qua viéc thém cac
giai doan (phases) theo mé hinh linh hoat.

o Heé théng cho phép giang vién tao méi cac giai doan huan luyén (phase) trong kich ban huan luyén linh hoat (Adaptive
Training Definition), bao gém céac loai phase nhu Training, Questionnaire, Info va Access, phuc vu viéc xay dung luéng
huan luyén thich ing theo hanh vi va két qué cla ngudi hoc. Hé théng hé trg tham chiéu tdi ma tran MITRE ATT&CK
thong qua viéc gan cac ky thuat tuong ing cho timg giai doan huan luyén

o Heé théng cho phép giang vién thém cau hoi cho cac giai doan huan luyén trong kich ban huan luyén linh hoat théng
qua Questionnaire Phase, hd trg xay dung ndi dung danh gia dudi dang cac cau hdi nhdm phuc vu viéc thu thap thong
tin va danh gia nguoi hoc trong qua trinh huan luyén.

o Heé thong cho phép giang vién tao mdi giai doan huan luyén véi ki€u Info Phase trong kich ban huan luyén linh hoat
(Adaptive Training Definition). Tai giai doan nay, gidng vién c6 thé& khai bao tén giai doan va néi dung théng tin dé hién
thi cho ngu®i hoc trong qua trinh huan luyén.

o Heé thdng cho phép giang vién tao mai giai doan huan luyén vai ki€u cau héi t8ng quat (Questionnaire Phase) trong
kich ban huan luyén linh hoat (Adaptive Training Definition). Tai giai doan nay, giang vién cé thé khai bao tén giai doan,
thai gian du kién va thém méi cac cau héi véi nhiéu hinh thic tra 16i nhu cau hoi tu do (free-form), cau hai trac nghiém
(multiple choice) va cau hdi danh gia (rating), phuc vu viéc thu thap théng tin va danh gia ngudi hoc trong qua trinh
huan luyén.

o Heé théng cho phép giang vién tao mdi giai doan huan luyén véi kiéu cau héi linh hoat trong kich ban huan luyén linh
hoat (Adaptive Training Definition). Tai giai doan nay, gidng vién cé thé khai bao tén giai doan, thai gian du kién va
thém méi cac cau hdi vai nhiéu hinh thirc tra 16i nhu cau héi tu do, nhiéu dap an, két hop.

o Heé théng cho phép giang vién tao mdi giai doan huan luyén vdi ki€u truy cap (Access Level). Giai doan nay cung cap
thong tin truy cap moi truong va yéu cau ngudi hoc nhap passkey (mat ma) d€ chuyén sang budc tiép theo.

o Heé thdng cho phép giang vién xda giai doan huan luyén (phase) da tao trong kich ban huan luyén linh hoat.

o Hé thdng cho phép giang vién chinh sira ndi dung kich ban huan luyén linh hoat da tao. Ngudi dung c6 thé€ cap nhat
cac thong tin cla kich ban nhu tén, mo t3, cling nhu chinh stra ndi dung chi tiét cda timg giai doan (phase).

o Heé thong cho phép tao kich ban huan luyén linh hoat théng qua viéc tai Ién (Upload) file JSON. Tép JSON chira cau
hinh day du cua kich ban huan luyén va cé thé dugce str dung deé tai sirdung kich ban da xay dung trude do.

o Heé thdng cho phép giang vién tao mdi kich ban huan luyén linh hoat tir mét kich ban da cé. Ngudi dung c6 thé sao
chép toan bd cau hinh cta kich ban dé tao thanh moét kich ban méi phuc vu muc dich chinh stra hoac tai str dung.

o Hé théng cho phép giang vién x6a kich ban huan luyén linh hoat da tao. Ngudi dung c6 thé thuc hién thao tac xda truc
tiép trén timg kich ban trong danh sach, phuc vu viéc quan ly va loai b cac kich ban khéng con sirdung.

o Heé thdng cho phép giang vién tai xudng kich ban huan luyén linh hoat. Kich ban dugc xuat ra dudi dang tép JSON, bao
goém toan bo cau hinh cua kich ban.
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7.4 Quan ly cac bai huan luyén (tiép)
a) Quan ly kich ban huan luyén (tiép)

= Quan ly kich ban huan luyén linh hoat (tiép): Chirc nang quan ly kich ban huan luyén linh hoat la tap hgp cac chic nang
cho phép giang vién tao, cau hinh, chinh stra, theo déi va t6 chirc cac kich ban huan luyén theo dang linh hoat (adaptive),
trong d6 ndi dung va luéng huan luyén c6 thé thay dai tuy theo hanh vi hoac két qua ctia nguoi hoc.

o Heé thdng cho phép giang vién xem trudc néi dung téng thé cda kich ban huan luyén linh hoat. Chirec nang nay cho phép

hién thi toan b cau trac kich ban, bao gom danh sach céc giai doan (phase) va noi dung chi tiét cua timg bude, giup
giang vién kiém tra va danh gia kich ban trudc khi dua vao sir dung.

o Hé thong cho phép giang vién quan ly trang thai kich ban huan luyén linh hoat:
v' Release: Xuat ban kich ban dé c6 thé sir dung trong cac phién huan luyén (training run).
v' Unrelease: Thu hdi trang thai xuat ban khi can chinh sira hoac tam ngimg str dung.
v" Archive: Khéa/luu trirkich ban, khéng cho phép sir dung trong hué@n luyén nhung van giir lai d& quan ly.
o Heé théng cung cap giao dién danh sach kich ban huan luyén linh hoat véi day da cac théng tin gém tén kich ban, trang

thai, thoi lugng du kién, thoi gian chinh sira [an cudi va ngudi chinh sira cudi. Cac théng tin dugc hién thi truc quan
trong bang dir liéu, dap ung yéu cau xem théng tin kich ban huan luyén.

o Hé théng hd trg Ma tran Ky thuat MITRE ATT&CK, cho phép gidng vién truy cap va tham chiéu cac ky thuat MITRE
ATT&CK gan véi timg giai doan huan luyén.
b) Quan ly chuong trinh dao tao

= Quan ly chuong trinh dao tao tuan tu: Chic nang quan ly chuong trinh dao tao tuan tu la chic nang cho phép tao, chinh
slra, cau hinh va quan ly cac kich ban huan luyén tuan tu (Linear Training), bao gém viéc xay dung céac giai doan huan
luyén va ludng thuc hién theo trinh tu xac dinh.

o Heé théng cho phép giang vién xem danh sach céac kich ban huan luyén tuan tu (Linear Training Definition) duéi dang
bang dirliéu.

o Hé thdng hé trg sap x&p danh séach kich ban huan luyén tuan tu théng qua giao dién bang di liéu, thé hién bang biéu
tugng miii tén tai tiéu dé cac cot, cho phép ngudi dung sap xép tang/gidm theo gia tri clia timg c6t hién thi.

o Heé théng cung cap chic nang loc danh sach kich ban huan luyén tuan tu, cho phép nguoi dung tim ki€ém va rat gon
danh sach theo tén kich ban, dap ing yéu cau loc dirliéu co ban.

o Hé théng cho phép giang vién tao mai kich ban huan luyén tuan tu (Linear Training Definition), bao gém khai bao tén
kich ban va cau hinh céc giai doan huan luyén (level) theo trinh tu xac dinh, dap img yéu cau xay dung néi dung dao
tao tuan tu.

o Heé théng cho phép giang vién chinh stra kich ban huén luyén tuan tu (Linear Training Definition), bao gém cap nhat
ndi dung, cau hinh céc giai doan (level) va théng tin lién quan trong kich ban huan luyén.

o Heé thdng cho phép giang vién copy token ctia chuong trinh dao tao tuan tu

o Heé théng cho phép giang vién xda kich ban huan luyén tuan ty (Linear Training Definition) théng qua chic ning xda
trén giao dién quan ly danh sach kich ban.

o Heé théng cho phép giang vién tai xuéng kich ban huan luyén tuan tu dudi dang tép cau hinh (JSON), phuc vu viéc sao
Iuu va tai st dung kich ban.

o Hé thdng cho phép giang vién tai xuéng cau hinh SSH cta chuong trinh dao tao tuan ty

o Heé thdng cho phép xem danh sach ngu®i tham gia huan luyén théng qua giao dién Training Runs, hién thi cac thong
tin nhu ngui tham gia (Player), thoi gian bat dau, thai gian két thic, trang thai thuc hién, thoi lugng, email va théng tin
ghilog.

o Hé thdng cho phép xda timg ban ghi huan luyén clda ngudi tham gia théng qua bi€u tugng xoa tai timg dong trong
danh sach Training Runs. Vé ban chat, thao tac nay tuong ing vdi viéc xdéa két qua/phién thuc thi huan luyén ctia mot
sinh vién cu thé& trong danh sach.
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7.4 Quan ly cac bai huan luyén (tiép)
b) Quan ly chuong trinh dao tao (tiép)

= Quan ly chuong trinh dao tao tuan tu (tiép): Chirc nang quan ly chuong trinh dao tao tuan tu la chic nang cho phép tao,
chinh stra, ciu hinh va quan ly cac kich ban huan luyén tuan tyu (Linear Training), bao gém viéc xay dung cac giai doan
huan luyén va ludng thuc hién theo trinh tu xac dinh.

o Heé thong cung cap chic nang hién thi Access Token cuta phién huan luyén (Training Instance) théng qua giao dién
riéng (“Display Token"), cho phép ngudi dung dé dang sao chép va sir dung dé truy cap huan luyén.

o Heé thdng cho phép giang vién xem thong tin chi tiét cda phién huan luyén tuan tu théng qua cac module Training
Instance va Visualization, bao gém trang thai, thoi gian bat dau/két thic, tién dé thuc hién, két qua huan luyén va danh
sach ngudi tham gia. Ngoai ra, hé théng hd trg cac chirc nang lién quan nhu hién thi access token, phéat hién gian 1an
va xuat dirliéu két qua.

= Quan ly chuong trinh dao tao linh hoat: Chirc nang quan ly chuong trinh dao tao linh hoat la chirc nang cho phép tao,
chinh stra, cau hinh va quan ly cac chuong trinh dao tao linh hoat (Adaptive Training), bao gém viéc thiét lap néi dung va
diéu kién thuc hién trong qua trinh dao tao.

o Heé thdng cung cap giao dién danh sach cac kich ban huan luyén linh hoat (Adaptive Training Definitions) duéi dang
bang dir liéu, hién thi cac théng tin nhu tén kich ban (Title), trang thai (State), thai gian tao (Created At), thoi gian chinh
slra gan nhat (Last Edit) va nguoi chinh stra cudi (Last Edit By), dap img yéu cau xem danh sach chuong trinh dao tao
linh hoat.

o Heé théng hd trg sap x&p danh sach kich ban huan luyén linh hoat théng qua cac cot hién thi trong bang, cho phép
ngudi dung thay dai thir tu hién thj theo tiéu chi mong muén.

o Hé théng hé trg chic nang loc danh séch kich ban huan luyén linh hoat théng qua trudng tim kiém, cho phép ngudi
dung nhanh chéng tra ctru va thu hep danh sach theo tén kich ban.

o Hé théng cho phép giang vién tao mai kich ban huan luyén linh hoat, bao gom viéc khai bao tén kich ban va xay dung
ndi dung huan luyén theo céc giai doan (phase) sau khi tao.

o Heé thdng cho phép giang vién chinh stra kich ban huan luyén linh hoat, bao gém cap nhat néi dung, cau tric cac phase
va théng tin lién quan cua kich ban da tao.

o Heé théng cho phép giang vién copy token cia chuong trinh dao tao tuan tu

o Hé thdng cho phép giang vién xda kich ban huan luyén linh hoat théng qua chirc ning xda trong danh sach chuong
trinh dao tao linh hoat.

o Hé thdng hd trg tai xudng (export) kich ban huan luyén linh hoat dudi dang tép cau hinh (JSON), phuc vu muc dich luu
trir ho&c tai str dung théng qua chirc nang xuat dir liéu trong Adaptive Training Definition.

o Hé thdng cho phép giang vién tai xuéng cau hinh SSH cua chuong trinh dao tao linh hoat

o Hé thdng cho phép giang vién xem danh sach nguoi tham gia huan luyén. Cac thong tin hién thj bao gém ngudi tham
gia, trang thai thuc hién, thai gian va théng tin lién quan dén phién huan luyén.

o Heé théng cho phép giang vién x6a ban ghi huan luyén (Training Run) cua timg ngudi tham gia trong Training Instance
Detail thong qua thao tac x6a tuong ing véi timg ngudi dung.

o Heé théng cung cap chirc nang hién thi va sao chép access token cla phién huan luyén, cho phép ngudi dung str dung
token d€ truy cap phién huan luyén.

o Heé thong cho phép giang vién xem thong tin chi tiét cta phién huan luyén linh hoat, bao gém théng tin vé trang thai,
thai gian thuc hién, danh sach ngudi tham gia va cac thong tin lién quan.
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7.4 Quan ly cac bai huan luyén (tiép)
c) Hién thj két qua cta chuong trinh dao tao

= Hé théng cho phép giang vién theo doi tién dd tdng thé clia chuong trinh dao tao théng qua céac giao dién va cac biéu do
truc quan hoa (Visualization). Cac thdng tin hién thi bao gém trang thai thuc hién, thai gian, két qua téng thé va tinh trang
clia cac phién huan luyén.

= Hé thong cho phép giang vién theo dai tién trinh chi tiét ciia ngudi tham gia théng qua giao dién Training Runs va cac man
hinh chi tiét cta phién huan luyén, bao gém trang thai thuc hién, thoi gian, k&t qua va cac thong tin lién quan dén qua trinh
huan luyén cta ngudi dung.

= Hé théng cho phép phan tich cau Iénh, thé hién truc quan, cung cap cac Iénh dugce sap xép theo thoi gian clia ngudi dung
da chon, bao gém chi tiét vé cach sir dung va thai di€ém lénh dugce thuc thi.

= Hé théng cho phép hién thi téng quan két qua chuong trinh dao tao cla nqudi dung tham gia chuong trinh bang céc biéu
do truc quan.

= Hé thdng hd trg hién thi sé liéu théng ké cac cau tra 1oi & muc do danh gia.

= Hé théng hd trg hién thi cac biéu db két qua tdng hgp cua toan bé ngudi dung tham gia cac chuong trinh dao tao c6 cung
mo hinh huan luyén.

= Hé thdng hé tro hién thi bi€u d6 bi€u thi két qua dién bién clia mét cau héi vdi hinh anh truc quan cung cdp téng quan
nhanh veé ty 1& thanh cdng ctia mdi ngudi dung trong timg cau héi. Mdi bigu dé tuong img véi mét ngudi dung cé ID duge
hién thi & phia bén trai.

= Hé thdng cho phép hién thj danh sach céac gian lan dugc phat hién trong chuong trinh huan luyén.

= Heé théng cho phép tao cac tinh nang phat hién gian lan cta ngudi tham gia huan luyén dua trén cau tra 1oi tuong tu, vi tri
tuong tu, thai gian tuong tu, thai gian tra 16i rat nhanh, khong cau lénh.

7.5 Quan ly ngudi tham gia huan luyén

a) Quan ly VPN truy cap

= Tao kénh truyén VPN d& hoc vién truy cap hé thdng, ma hoa qua trinh hoc tap.

= Phan quyén ngudi tham gia vao cac vung mang.

= Xac thuc tai khoan truy cap hé thong: Sirdung openid connect dé xac thuc cac tai khoan cua cac hoc vién.

b) Quan ly tai khoan

= Hé thdng hé trg chic nang dang nhap vai nhiéu phuong thic xac thuc (Local, Google, Microsoft, Facebook..) va diéu
hudng ngudi dung téi Dashboard sau khi xac thuc thanh cong.

= Hé thdng cung cap chirc nang dang xuat tai menu ngudi dung, cé ca ché xac nhan (confirm) trude khi thuc hién va diéu
huéng vé trang dang nhap sau khi dang xuat.

= Hé théng hd trg chirc ndng import nhiéu tai khoan ngudi dung tir file nhap bén ngoai véi cau tric dinh s&n théng qua chirc
nang “Import users". Tai liéu chinh thirc mé ta viéc lua chon file va cau tric dir liéu chira danh sach ngudi dung.

= Hé théng cho phép xem chi tiét théng tin tai khoan nguai dung bao gém tén ngudi dung, email va sé lugng role dugce gan.
Pong thai hién thi danh sach céac role va microservice tuong img, cho phép ma rong dé xem mé ta cua timg role. Hé thong
strdung co ché phan quyén theo role (vai trd - RBAC).

= Hé théng hd trg tai xudng tép YAML chira théng tin xac thuc (login va password) ctia cac ngudi dung dugc tao trong local
OIDC provider.

= Hé théng hé trg chirc nang x6a mét tai khoan ngudi dung truc tiép tai giao dién quan ly Users théng qua thao tac xoa
tuong Umg vdi timg tai khoan.

= Hé théng hd trg chirc ndng xda nhiéu tai khodn ngudi dung déng thoi théng qua co ché& chon nhiéu ngudi dung bang
checkbox va thuc hién thao tac xéa hang loat trén giao dién quan ly Users.

= Hé théng ho trg chirc nang loc va tim kiém tai khoan ngudi dung théng qua thanh tim kiém (search bar), cho phép quan tri
vién tim kiém nhanh ngu®i dung theo théng tin nhur tén dang nhap hoac email.

= Hé théng ho trg sap xép danh sach tai khoan theo cac tiéu chi hién thi trén giao dién, théng qua chirc nang sap xép tai cac
cot dirliéu.
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7.5 Quan ly nguoi tham gia huan luyén (tiép)
¢) Quan ly va phan quyén nhém tai khoan

= Hé théng hd trg tao nhém ngudi dung méi trong module quan ly Groups, cho phép quan tri vién t6 chirc ngudi dung theo
timg nhém phuc vu quan ly va phan quyén.

= Heé théng cho phép thém nguodi dung vao nhém théng qua chirc nang quan Iy Groups, hd trg gan thanh vién vao timg
nhém d& phuc vu quan ly va phan quyén.

= Hé thdéng cho phép gan ngudi ding vao nhiéu nhém khéc nhau, cé thé thém ngudi dung vao nhém méi.

= Hé théng hd trg co ch& phan quyén theo role (RBAC), cho phép gan vai trd nham ki€ém soat quyén truy cap va chirc nang
clia ngudi dung va nhém trong hé théng.

= Hé thdng cho phép xem thdng tin chi tiét ca nhém bao gém tén nhém va danh séach thanh vién. Béng thai hién thi cac
role dugc gan phuc vu phan quyén.

= Hé thdng hd trg sap xé&p danh séch tai khoan trong nhom.
= Hé thdng hé trg sap xép danh sach quyén dudi dang céc role trong nhém theo tén.

= Hé théng cho phép loc va tim kiém danh sach nhom theo mét hodc nhiéu tiéu chi nhadm xac dinh va tra ciru mét
nhém cu thé.

= Hé thdng hién thi danh sach thanh vién trong nhém va cho phép quan trj vién theo dbi, tim kiém va quan ly.

= Hé thdng hé trg chirc nang loc danh sach quyén (role) trong nhém théng qua trudng “Filter by role type”, cho phép quan tri
vién tim kiém va loc céc role dugc gan trong nhém theo timg loai cu thé.

= Hé thdng hd trg sap x&p danh sach nhém.

= Hé thdng hé trg chirc nang cho phép quan tri vién thuc hién thao tac xéa dai véi ting nhém.

= Hé théng hé trg chirc nang cho phép quan tri vién thuc hién thao tac xéa ddi véi nhiéu nhém cung luc.
d) Théng ké tai khoan

= Hé théng hd trg hién thj thdng ké nhom theo théng tin ca ban ctia nhém nhu tén nhém, mé ta nhom, chic nang cho phép
chinh stra nhém, xéa nhém.

= Hé thdng hd tro hién thi théng ké tai khoan trong hé théng theo cac théng tin co ban cla ngudi dung.
e) Tham gia chuong trinh dao tao

= Hé thdng hd trg quan ly phién dao tao clia ngudi tham gia huan luyén. Ngudi dung c6 thé xem danh sach cac phién dao
tao da tham gia, bao gébm cac phién chua hoan thanh va két qua cac phién da hoan thanh.

= Ngudi dung c6 thé nhan nat "Tiép tuc” dé tham gia tiép phién dao tao (chuong trinh dao tao) chua hoan thanh.
= Hé thong cho phép nguti dung nhap token d€ xac thuc quyén dugce tham gia mot chuong trinh dao tao cu thé.
= Hé thong cho phép nguwi dung xem chuong trinh dao tao muc dé thong tin.

= Hé thdng cho phép ngudi dung tham gia chuong trinh dao tao cac mic do danh gi4, truy cap, dao tao, cau hdi téng quat va
cau hai linh hoat. Hé théng hién thj cac théng tin tén tai khoan, thoi gian da lam bai, mo6 hinh mang, 6 submit dap an va
cac ggiy. Hé théng cho phép nguai dung két néi dén may ao dao tao qua console hoac Giao dién d6 hoa nguai dung.

= Hé thong cho phép ngudi dung xem goi y cho cau hdi; xem két qua cda cau hdi.
= Thao tac véi may ao:

o Heé thong cho phép nguoi dung truy cap giao dién dong Iénh théng qua cac co ché truy cap trong sandbox, bao gém
két n6i SSH hoac md terminal truc tiép tir cac thiét bi trong mo hinh (server, router, client), dap ing yéu cau thao tac
dong lénh.

o Hé théng ho trg ngudi dung truy cdp may ao thong qua cac giao thic két néi tir xa nhu SSH trong moéi truong sandbox,
cho phép thuc hién thao tac quan tri va khai thac trén cac thiét bj do, dap ting yéu cau truy cap tir xa.
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7.5 Quan ly nguoi tham gia huan luyén (tiép)

e) Tham gia chuong trinh dao tao (tiép)

= Thao tac véi may o (tiép):

o Heé théng cho phép ngudi dung mé giao dién d6 hoa (GUI) clia may ao thong qua chic nang “"Open GUI" tir so d6
topology clia méi trung md phdng, hé trg thao tac truc quan trén cac thiét bi nhu server, client, dap ing yéu cau truy
cap giao dién d6 hoa.

o Heé thong cho phép sao chép thdng tin may ao vao clipboard, bao gém céac thong tin tén host, dia chi IP, MAC Address.

= Quan ly két qua dao tao: Hé théng cho phép nguoi dung xem thong tin két qua dao tao.
7.6 Giam sat nguoi tham gia huan luyén

= Nguoi quan tri/Hudng dan c6 thé giam sat toan bé man hinh cla cac ngudi duge huan luyén, giam sét cac muc tiéu huan
luyén theo thai gian thuc, cling vai dé 1a quan ly hé thong canh bao bao céo.

= Giam sat man hinh ngudi tham gia huan luyén, dién tap: Ngudi hudng dan huan luyén cé thé giam sat toan bd man hinh
clia cac ngudi tham gia huan luyén.

= Giam sat trang thai muc tiéu:

o Giam sat tinh huéng: Ngudi hudng dan, huan luyén cé thé theo ddi trang thai hoan thanh/chua hoan thanh bai huan
luyén cuda timg ngudi tham gia huan luyén

o Gidm sét trang thai dich vu: Ngudi huéng dan, huan luyén cé thé theo ddi trang thai hoat ddng/ khéng hoat déng nguoi
tham gia huan luyén

= Ghi nhat ky trong qua trinh huan luyén:

o Ghi nhat ky tinh hudng: Ngudi huéng dan, hudn luyén c6 thé xem lai nhat ky trang thai hoan thanh/chua hoan thanh
bai huan luyén cda timg nguoi tham gia huan luyén.

o Ghinhat ky trang thai dich vu: Ngudi hudng dan, huan luyén cé th& xem nhat ky trang thai hoat déng/ khéng hoat dong
nguoi tham gia huan luyén

= Diéu khién b6 tao tinh hudng:

o Ca&u hinh bd tao tinh hudng: Cho phép ngudi hudng dan huan luyén cdu hinh céc b tao tinh hudng véi mic do tuy bién
cao.

o Diéu khién bé tao tinh hudng: Cho phép ngudi huéng dan huan luyén diéu khién b tao tinh hudng trong thai gian dién
ra bai huan luyén.

= Piéu khién bd tao luu lugng/tan cong:

o CA&u hinh bé tao luu lugng: Cho phép ngudi hudng dan huan luyén cau hinh cac bé tao luu lugng véi mic dé tuy
bién cao.

o Cau hinh bd tao tan cdng: Cho phép ngudi hudng dan huan luyén cdu hinh cac bd tao tdn coéng véi mic do tuy
bién cao

= Diéu khién bd tao luu lugng/tan cong: Cho phép ngudi hudng dan huén luyén diéu khién bo tao luu lugng/tan céng trong
th&i gian dién ra bai huan luyén.
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8.Tinh nang khac

= Heé théng ho trg thdng bao cac hoat dong trén trang chd quan tri, bao gém cac thdng tin su kién dién ra trén hé théng, bao
goém théng tin sukién, tén su kién, thoi gian xay ra suwkién.

= Hé théng hé trg hién thi chi tiét ndi dung théng bao, bao gém tén su kién, loai su kién, thai gian su kién dién ra.

= Hé théng h6 trg hién thi thong tin tai khoan, bao gém tén tai khodn, nhém cua tai khoan, nat logout, va avatar cua
tai khoan.

9. Hinh thuc trién khai

o @

Private Cloud Public Cloud Hardware

10. Kich ban dao tao, dién tap

Dua trén khung NICE SP800-181 do Vién Tiéu chuan va Céng nghé Quéc gia (NIST) thudc Bd Thuong mai Hoa Ky, két hop
tham chiéu Phu luc 02 — Quyét dinh sé 05/2017/QD-TTg ngay ngay 16/3/2017 cta Thu tudng Chinh phd va Quyét dinh so
1233/QD-BTTTT ngay 27/07/2015 cta Bé Théng tin va Truyén théng, cac kich ban dao tao, dién tap chia thanh 2 nhém
chinh Cyber Lab (Cac bai huan luyén ky nang co ban ) va Cyber Range (Cac bai dién tap).
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